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INTRODUCTION

INDRODUCTION

Look at any ranking of cyberattack targets, and you’ll no doubt find finance sitting at 
the top spot. Whether a standalone finance business or an internal department, finance 
operations are a tempting target for ruthless criminals looking to access sensitive data 
and money. 
 
Like the heists that preceded them, the digital-native cybercriminal considers finance a one-
stop-shop for theft. Businesses like yours offer direct access to high-value assets belonging 
to both yourself and your customers. The potential gains are too irresistible to resist, with  
one-third of all cyberattacks affecting the finance industry and 50% of whaling attacks 
targeting CFOs. 
 
However, these threats haven’t deterred the financier’s ambition. A commitment to innovation 
and early-adopter approach to new technologies, along with business acumen, define the finance 
role. Early to adopt transformative technologies, 46% of financial services companies used 
blockchain last year, and 85% consider digital transformation to be a top survival factor. 
FDs across the board believe that investment in digital skills – such as AI and data science – will 
supercharge revenue over the next two years. 

1/3
FINANCE
INDUSTRY

46% of �nancial services companies 
used blockchain last year. 

85% consider digital transformation 
to be a top survival factor.

Cyberattacks

And it’s no wonder that finance executives want to do all they can to encourage and stabilise 
growth. An unforgiving business climate has made it tougher to remain competitive. Harnessing 
business technologies is a prime way to enhance productivity, profits and talent retention. But 
with adoption comes risk – from inflated cybersecurity threat to ineffective investments and 
compliance issues and much more. 
 

Business technology experts at K3 have created this whitepaper to help finance 
executives get the most benefit from IT and technology but without the risks. 
It provides much-needed clarity, cutting through the technology noise to hand 
you information that’s actually valuable. 
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WHALING

WHALING

WHAT IS WHALING? 

Whaling is an email-based cybercrime that 
is closely related to phishing. Like phishing, 
its objective is to acquire money, data or other 
sensitive information by misleading targets into 
making transactions or indeed, using links and 
attachments to hack into business systems.

Here, however, it is the bigger fish – the whales – who are the focus. Whaling attacks are 
increasing at an alarming rate and have risen 200% between 2017 and 2018 alone, with forecasts 
suggesting that the cybercrime will cost the global economy six trillion by 2021. 

2017

200%

2018 2019 2020 2021

It will cost the global economy
6 TRILLION DOLLARS
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Whaling imitates high-profile individuals over email to falsely authenticate a fraudulent request 
and increase the likelihood of follow through. These emails typically contain requests for financial 
transactions, have a short deadline and override standard procedure. To make emails convincing, 
whalers take a sophisticated approach to preparation. They will:

• Identify a target within a business that’s most likely to be trusted and complied with

• Research compelling events that can be exploited, such as a new owner or supplier

•  Meticulously research targets and use their knowledge to imitate language style 
and personalise content. This is known as “social engineering”

• Craft their request to appear legitimate and not unusual 
 

Certain professions and positions are naturally at greater risk of whaling. Finance Directors and 
Finance Officers are particularly tempting targets for whaling attacks, due to their access to 
money and data, and their influence within a business. 

@
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As such, senior finance professionals suffer a double blow. They’re highly likely to be imitated – 
impacting company reputation – and equally likely to be targeted, resulting in potential revenue 
loss and personal consequence. 

WHAT IS THE POTENTIAL DAMAGE? 

If whaling emails are not correctly intercepted, 
FDs and CFOs can open the backdoor of the 
business to hackers, malware and spyware. 
Severity of attack dependent, this can have 
devastating consequences to business continuity 
and data protection. A successful whaling attack 
can affect companies large and small in the 
following ways: 

  BOTTOM LINE AND GROWTH 

Whalers are primarily interested in stealing or extorting money (although they may also 
target high value data), and they’ll try for as much as possible. As such, a company’s 
bottom line can be significantly impacted – and growth hampered – as a direct result 
of financial theft. Associated recovery costs such as remedial action, legal fees or 
customer reimbursements can quickly inflate cost to the business. 

   
  REPUTATION AND BRAND 

Should word of a successful attack extend beyond the business’ four walls, 
customers and the public and industry may lose confidence in your brand and 
choose to take their businness elsewhere. People generally expect that modern 
companies have the technology and processes to prevent or manage cyberthreats – if  
you fall short, trust and brand positioning will inevitability suffer. 

   
  PERSONAL IMPACT 

Nobody wants to be branded as the cause of a successful cyberattack, no 
less than a senior finance professional. An FD or CFO’s judgement may be 
called into question, and prestige may be loss with the colleagues they have 
to direct. There is also a matter of personal implication and investigation,  
which risks a permanent stain on an otherwise impeccable record.

50% of whales target

CFOs
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HOW TO MINIMISE RISK 

+ EDUCATION FROM THE TOP DOWN 

Make cyberthreat education part of company culture from the top down. It’s essential that senior 
management, more so those in key finance-related position, are knowledgeable about whaling 
and how to combat it. For cyberthreats and their associated business risk to be taken as seriously 
as is deserved, the threat of whaling must be given a voice at board level. If senior finance 
persons fly the flag, and set the example, others are more likely to follow suit.

FDs and CFOs can make a meaningful impact by introducing training workshops and continual 
awareness training.

The mistake that cost €40 million, and a career

A successful whaling attack cost Austrian aircraft parts manufacturer FACC 
Operations GmbH €40 million, following the CEO being successfully duped 
into completing a fraudulent payment. The losses wiped out profits for the 
year and amounted to a net loss of €23 million and there was an immediate 
17% drop in share price. The company’s CEO, who had been in his position 
for 17 years, and CFO were also sacked in the wake of the whaling attack.

+ INVESTIGATE SPECIALIST CYBERSECURITY 

Education can help halt whaling attempts that reach inboxes, but there is cybersecurity software 
on the market – such as email filtering – which can identify certain emails and prevent them from 
being delivered. This could serve as a first line of defence and be configured so that FDs and 
CFOs have more specific protection levels based on relevant key words. 

We recommend booking a professional IT audit to identity weakness and match you with a 
cybersecurity product that assesses and intercepts threats in real time.

Not the dream Barbie had in mind. 

In 2015, Barbie’s maker Mattel lost $3 million as a result of whaling. A finance 
executive acted on an apparent email from the newly installed CEO requesting 
a new vendor payment to China, with only a face-to-face conversation causing 
the fraud to become known. Thanks to a little luck, Mattel were able to reclaim 
their stolen funds due to a payment processing freeze over China’s Labour 
Day – but not after intense FBI negotiations. 
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+ BE MINDFUL WITH SOCIAL MEDIA 

As we’ve discussed, whalers imitate influential colleagues, suppliers or leaders to get a result. 
And social media serves as a bountiful source of (frequently) unfiltered information, which can 
be exploited for convincing imitation. 

Be wary of the sensitivity of what you’re sharing – even if you consider it the day to day – and 
keep profiles private. It may be unremarkable to you, but of great advantage to a whaler looking 
to pose as a senior finance exec. 

+ GET CYBER INSURANCE 

Today’s inflated age of cyberattacks has increased demand for digital insurance products such 
as cyber insurance. As an FD or CFO, profit and loss and business planning are a key concern, 
and it’s sensible to have a specialist buffer in place to prevent cash hemorrhaging. 

If requirements are met, cyber insurance will pay out for your losses and potentially reimburse 
customers. But it won’t lessen brand damage or negative press. 

WHALING

The apparent inside job 

In 2017, a hacker was charged with a whaling attack that cost two US tech 
firms $100 million between them. The perpetrator masqueraded as a partner 
vendor to lure unsuspecting employees into transferring money into accounts 
that he controlled – even using forged invoices and contracts to validate the 
lie. Stolen funds were distributed between accounts spanning the globe. 
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MAKING TAX DIGITAL 

MAKING TAX DIGITAL

Making Tax Digital (MTD), including VAT, is  
a current HMRC priority and part of a wider  
global trend toward digitising business  
finance and its associated administration. 

VAT-registered businesses with a taxable  
turnover above the £85,000 VAT threshold  
are required to use the Making Tax Digital  
service to keep records digitally and use 
software to submit their VAT returns from 1  
April 2019. The exception to this is a small 
minority of VAT-registered businesses with 
more complex requirements.

 For finance professionals, MTD offers significant merit. It allows business to complete financial 
tasks and processes quicker and delivers precise insights and cross-business visibility. It can 
therefore aid finance business leaders in making informed, strategic growth decisions and frees 
up teams from arduous tasks, instead refocusing their resource on implementing new ideas. 

MTD is set to radically reduce administration 
time and improve accuracies, too. Artificial 
intelligence and machine learning, will 
generate real-time insights into cash flow 
- rather than arbitrary numbers in bank 
accounts. If transitioned smoothly, MTD should 
create a system that works better for both 
business and HMRC, positioning users for 
growth in ways that traditional bookkeeping is  
unable to.

Businesses with a turnover exceeding 
£85,000 were required to transfer to MTD 
by 1st April 2019 via an online process. 

WHAT IS IT 
?

VAT- registered 
business with a 

turnover of more than

The deadline was

6 months 
extension

must be compliant

£85,000

April 1, 2019

October 1, 2019

MTD is being introduced to aid efficiency and effectiveness in both business and 
HMRC processes, affording any size of business the advantages of larger organisations 
who have implemented full-scale digital transformation.  
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To remain legally compliant, businesses must have a specific MTD software in place, which is 
correctly configured and able to meet set HMRC criteria. HMRC offered a goodwill so-called 6 
month “soft-landing period” to accommodate companies that were unable to action MTD or did 
not have access to the required funds.

The deadline has now passed and the software required must be capable of keeping the records 
specified in the regulations and be able to prepare VAT returns using the information maintained 
in those digital records. It must be able to communicate with HMRC digitally via its Application 
Programming Interface (API) platform. 

Since its official implementation date, products and services have emerged to help businesses 
manage the transition as effectively as possible. For example, dedicated applications have been 
launched that aim to streamline the MTD process, supporting compliance and making for quick 
digital VAT return submissions, verification and storage of submission history.

WHAT IS THE POTENTIAL DAMAGE? 

  FINES AND INVESTIGATIONS  

There are several regulatory risks of not getting MTD right. Although HMRC has 
assured a so-called soft-landing year, the extended deadline is rapidly approaching 
and may still not be enough time for businesses to make the necessary changes. And 
it’s not just implementation. The Government requires that only a certain type of MTD 
software is used, too.

Non-compliant “offending” businesses will face fines and investigations of varying 
degrees. As a finance professional, you’ll know too well how such non-forecasted 
costs can disrupt cashflow and financial planning, and sap away at a healthy cash in  
bank figure. 

For many businesses, a fine means stalling investments needed to remain competitive, 
or conceding on growth. Fines, as we have seen on countless occasions in today’s 
scandal-hungry media, will also generate an eruption of negative PR that can 
seriously compromise brand reputation. MTD can be more of a headache than it first  
appears, then.  
 

MAKING TAX DIGITAL
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  ACCOUNTING INACCURACY  

If you’re not using MTD software properly, aren’t integrating with the relevant 
collaborative systems or indeed, are using incorrect software, accounting inaccuracies 
will inevitably follow. With finances often building or shaping the foundations of 
business and marketing strategy, imprecise “current situations” or forecasting can  
lead to ineffective, costly decisions based on unachievable (or conversely, 
underestimated) goals.  

  PROFIT REDUCTIONS

Effective and compliant use of MTD software can be confusing. For example, it must 
be installed and set up to meet certain complex criteria and communicate with the 
relevant HMRC APIs. It also places additional demand on process, record keeping 
and application while users and businesses get to grips with using a new piece  
of software. 

The rush to avoid fines and remain competitive creates a perfect climate for knee-jerk 
investments. But you’ll know unplanned purchases, especially in technology, can really 
harm bottom line. You run the risk of being burdened with expensive investments that 
don’t meet your needs, don’t integrate and don’t perform. Working with a specialist 
can ensure MTD works for you now and in the future.

  EMERGING CYBERTHREATS 

New productivity and finance technologies such as MTD can be transformative for 
business. But, it’s important to remember that new technologies can also come with 
fresh, unheard of and specific cyberthreats in tow. If cybersecurity isn’t part of the 
conversation at the point of installation, MTD software could serve as an additional 
vector for cybercriminals to infiltrate your IT network and access highly sensitive data, 
or down systems. 

The loss of financial, business or customer data or the ability to trade could be 
catastrophic. It would undoubtedly affect revenue, stability, performance, financial 
planning and reputation and therefore, cybersecurity should take pride of place on 
any financier’s agenda. 
 

66% of breaches are due to human error – staff unwittingly  
allowing viruses or hackers into IT infrastructure. However, companies 
which improve staff training for information security practices  
reduce their risk of being impacted by a cyberattack by over 50%.

MAKING TAX DIGITAL
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HOW TO MINIMISE RISK 

+ ENGAGE IT SPECIALISTS FROM THE GET-GO  

Working with an IT specialist – whether ad-hoc or on managed service basis – at the beginning 
of your MTD journey will ensure that the software setup is compliant, specified to achieve optimal 
performance and audited for any specific cybersecurity requirements. You can move forward 
knowing that MTD is working its hardest for your business, without inviting risk.

+ VOICE MTD AT BOARD LEVEL   

To make the most of MTD and avoid non-compliance fines further down the path, get 
the board involved. Make a strong business case to ensure that necessary time and 
budget is channeled to MTD implementation, transition and management – both internal 
resource and outsourced support if required. Effective, consistent communication is key to  
success here.

+ EDUCATE AND TRAIN 

Book in an MTD expert to run a training session with your people at the earliest opportunity. 
This will prevent the effects any non-compliant procedures, poor processing or software 
misunderstandings from coming back to bite you in the form of fines or inaccurate accounting. 

+ DEVELOP A STRATEGY 

Digital transformation work is never done, and the Government has already announced  
that MTD initiatives for other taxes are on their way. Consider getting together with your finance 
and IT teams to develop a digital tax strategy – this will help you to seize growth opportunities, 
accurately forecast for investment, and plan when you may need to draft in support for a  
smooth transition. 

MAKING TAX DIGITAL
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CYBER INSURANCE 

CYBER INSURANCE

WHAT IS IT 
?

To varying degrees, businesses have insurance in place to protect from the impacts of crime and 
expensive errors. However, business insurance is evolving at a staggering rate and is struggling 
to keep up with digital transformation. Most importantly though, are new cyberthreats and the 
risk they present to business. 

This isn’t to say that specialist insurance 
isn’t on the market. Early adopters are 
offering cybercrime insurance, with new 
products being launched at a steady pace. 
But insurance policies with a digital focus are 
frequently lacking in clarity, in large part due to 
the constant emergence of new cyberthreats, 
tactics and vulnerabilities.

In short, you may not be covered for cyberthreats that develop after you initially sign up to a 
policy. Equally, since insurers recommend policies based on current risk, your circumstances 
may change to the point you’re left with inadequate cover. 

We all know how insurance works – something goes wrong that results in financial loss, and we 
turn to our provider to pay out on an eligible claim. Things aren’t quite so straightforward with 
cybercrime insurance though, and thanks to a combination of misinformation, poor awareness 
and unmanageable rates of risk development, many businesses wrongly believe they’re covered 
or fail to take out specific insurance at all. 

Most insurers exclude electronic data under the definition of “covered property”, and general 
liability won’t cover it either. 

It can be difficult to get cover in the first place,  especially for smaller businesses or those 
just beginning their digital transformation journey. Securing a policy often depends on the 
implementation of certain digital security practices and compliance policies, meaning a business 
could be thousands of pounds out of pocket before they’re even eligible. 

A worrying 52% of businesses assume their business insurance 
covers cybercrime when this is rarely the case.
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Experts are also concerned that businesses will simply take out the most basic cyber 
insurance policies due to lack of professional advice and knowledge about what they might 
actually need.

 

The insurance panic purchasing 

•        The impact of WannaCry, a 2017 ransomware attack that locked down 
over 300,000 Windows 7 computers and demanded between $300-$600 
per device, was a major driver of change in insurance. One of the biggest 
hit victims was the UK’s National Health Service, which experienced a 
critical systems lockdown in 36 hospitals.

•         In response, cyber insurance adoption increased, with finance among the 
sectors doing most of the buying. SecureData, a cybersecurity company, 
characterises the purchasing as a “mad panic”.

•         As WannaCry targeted legacy equipment, victims were deemed ineligible 
for compensation due to voluntary risk – i.e. running old equipment with 
known cyberattack vulnerabilities. 

•       The cost in lost productivity was estimated as an incredible $4bn. 

The unprepared telecoms giant

•      TalkTalk, a well-known UK telecoms company was fined £400,000 by the 
ICO in 2016 for theft of customer details. TalkTalk’s poor data protection 
and security measures led to the loss of 157,000 customers’ data.

•       As well as not protecting their customers’ data, TalkTalk had also not  
taken adequate measures to protect itself from the kickback either. 

•      Being unprepared and uninsured against cyberattacks ultimately cost 
£42m and 101,000 customers.
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WHAT IS THE POTENTIAL DAMAGE? 

  REVENUE, BUSINESS STABILITY AND SHARE PRICE   

The finance industry and finance departments typically experience the costliest 
breaches due to their proximity to funds. They also suffer higher than average rates 
of lost business and customers, and larger fines. Direct and indirect costs ultimately 
seriously impact cash-in-bank, current and ongoing business stability and if a listed 
company, share price and investment attractiveness. 

Such loss of money can be catastrophic (the UK average to business is £6.4m) and 
will certainly change the shape of many unprepared businesses. However, having 
cyber insurance in place will significantly reduce the blow by covering direct losses, 
allowing victims to focus on recovery strategy. 

 
  BRAND AND REPUTATION

Any data breach or cyberattack on a finance business or department is the stuff of PR 
nightmares. The public and investors expect funds to be watertight and protected by 
any means necessary – therefore a cyberattack event suggests complacency to the 
worst degree. If customer data or cash are affected, brand and reputational damage 
will be much more severe in duration and intensity. This is all without touching on the 
career threat to the overseeing executive, of whom is frequently pressured to resign 
following a breach. 

Cyber insurance will at least ensure that customers are compensated and feel no ill-
effects, increasing your chances of recovering brand position.  

  FINES AND GDPR

The ICO will now fine any business seen to not be doing enough to protect customer 
data and finance, or enough to ensure their assets are fully recoverable following 
a breach. Only recently, global names such as BA and Marriott have handed over 
£100m in fines. 

Cyber insurance comprises one vertical of your data protection policy and will be an 
invaluable ally should the worst happen. 
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HOW TO MINIMISE RISK 

+ TAKE OUT A CYBER INSURANCE POLICY 

Ensure you’re equipped with an appropriate cyber insurance policy that will pay out for breaches, 
customer losses and if possible, associated liability. Seek out a product that offers flexibility and 
will cover threats that emerge throughout the duration of the contract. To get the best-aligned 
policy and price, review your cybersecurity before applying and consider partnering with an IT 
managed service provider for extra peace of mind. 

+ REVIEW DATA PROTECTION POLICIES

The GDPR demands that businesses are more disciplined when it comes to data. After insuring 
both the business and its customers against cybercrime, review your data protection policies 
against regulations and legislation to ensure that you’re not only meeting requirements, but 
have sealed any other gaps. Data protection won’t just save you from fines and get you a better 
insurance rate – it can be a first line of defence against attack, too.  

+ VOICE CYBER CONCERNS AT BOARD LEVEL

Being aware and educated about cybercrime and the ways in which its impacts can be reduced 
is a critical step in securing the heavily targeted finance sector from attack. We recommend 
that you voice cybersecurity and current and future threats to the board, so that everybody has 
full visibility of risks and available solutions. Use this to shape a compelling business case for 
securing budget for the best possible cyber insurance. 

+ INVEST ACROSS YOUR CYBERSECURITY VERTICAL 

Audit current cybersecurity measures – from training to software and business continuity – and 
work with a provider to plug any gaps and fortify defences. This won’t just secure you a better 
insurance policy rate as mentioned above. By adding extra layers of cybersecurity, you can 
potentially minimise the amount you need to claim on which can improve your cash position and 
stabilise policy costs for accurate financial planning. 

With strong business continuty and disaster recovery plans, you can also bounce back from a 
breach quicker and resume trading while waiting for insurance to process. 

CYBER INSURANCE

Your business is 9 times more 
likely to fall victim to cyber 
crime than burglary. In fact

UK small businesses
have fallen victim
to cyber crime.1 in 3
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DIGITAL TRANSACTIONS 

DIGITAL TRANSACTIONS

WHAT IS IT? 

Digital transactions allow individuals and  
businesses to bank or make payments electronically 
via the internet. All payments, fund transfers and 
payee setup are completed online, whether on 
desktop, mobile or any other electronic device, are 
considered as eBanking activities. 

It’s often undertaken on a bank’s dedicated platform 
or for larger organisations, via a custom eBanking 
portal, and should be operated alongside stringent 
cybersecurity measures such as passcodes, 
authentication and screen timeouts. 

The recent surge in remote working paired with widespread digital transformation and the growing 
sophistication of mobile devices has resulted in the majority of businesses using eBanking for 
some or all of their internal transactions. 

eBanking eliminates the need to visit banks, make telephone calls or navigate various disjointed 
systems to make a payment. In theory then, it can aid productivity and help channel finance 
resource to where it can make most strategic and deliverability impact. Being able to complete 
transactions from anywhere also supports business agility and flexibility, and if managed properly, 
can provide finance leaders with clearer activity visibility. 

The finance industry and finance departments are 
disproportionately targeted due to their proximity 
to large sums of money and typically larger 
average transaction value. Cybercriminals are 
utilising methods such as phishing, whaling 
and telephone scams to gain unauthorised 
access to eBanking accounts to steal money, 
in addition to exploiting cybersecurity gaps 
with hacking and malware.

?

24/7

However, eBanking is not without serious risk. Losses associated with online banking 
fraud are on the rise, while the amount of cases that have successfully clawed back 
money following theft is plummeting. eBanking losses stemming from mobile devices is 
also increasing.   

In 2018, research  
 suggested that 
there had been no 
improvement when it 
comes to awareness of 
business fraud such 
as invoice redirecting - 
despite losses totalling

                               £18.9bn a year
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WHAT IS THE POTENTIAL DAMAGE? 

  LACKLUSTRE PERFORMANCE 

Technology is meant to make things easier but if it’s brought on board without the  
right training – tailored to skillsets and usage- it can make a job take longer. Colleagues 
may also make mistakes, and when dealing with fund transfers and payments,  
this is not a risk any financier wants under their watch. Together with stalled productivity, 
eBanking has the potential to cost you more money and disrupt a comfortable  
cash position. 

 
  HACKING AND BREACHES

eBanking is particularly vulnerable to cybercriminals for obvious reasons. Without 
cybersecurity and network segmentation, hackers or autonomous malware can rapidly 
access finances and potentially spider across networks to cause operational outages. 
Both the immediate event and recovery costs can seriously impact your bottom line 
and thus stifle growth plans, weaken cashflow position and for those of you large 
enough, slash points of that share price.

With more of us working remotely than ever before, it’s likely that eBanking payments 
will be made via a mobile or remote device at some point. Too often, maintaining 
robust cybersecurity on remote devices is the colleague’s responsibility, which 
means using eBanking on unprotected devices or networks is a worryingly frequent  
breach source. 

Prior to digital transformation and eBanking, there was a physical buffer between us 
and executing a payment – the bank, a telephone call, etc. Now, it’s not unusual to 
transfer large sums of money with a few clicks, and often on the mobile devices we 
associate with leisure. This, paired with non-stop, fast paced working lives, means 
that continual awareness training is just as important as cybersecurity software.

  LOSS OF PEER PRESTIGE

As an overseeing individual, an eBanking breach event will inevitably have its 
consequences. At worst, your position could be in question. At best, considerable 
embarrassment. After all, it implies that teams aren’t adequately trained on procedure 
or best practice, or that the cybersecurity that could prevent costly breaches has been 
neglected. 
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  REPUTATIONAL DAMAGE 

If customer finances or data are compromised or stolen via eBanking channels, it 
goes without saying that you’ll face a company-wide crisis and large PR cleanup 
operation. However, even if your customers escape a breach unscathed, they’re likely 
to question their confidence in you – if you can’t secure your own assets, how can 
they trust you’ll take care of theirs? 

It’s critical to mitigate risk by working with IT to reinforce cybersecurity, and marketing 
to ensure that “trust” is communicated.

HOW TO MINIMISE RISK 

+ PUT A SPECIFIC PERSON IN CHARGE 

eBanking tasks are often completed ad-hoc and by various people in an organisation, which can 
lead to blind spots and poor communication – shadow IT, in essence. To prevent inconsistent 
or bad practices from exposing the business to unnecessary eBanking risks such as hacking or 
phishing payments, make somebody responsible. 

As a finance professional, we know you’ll have eyes on eBanking, but consider assigning a 
trusted senior colleague to lead reviews, training and compliance checks if you’re not already 
doing so. 

 
Of the companies that have experienced financial fraud,  
71% believe it is the biggest ongoing risk to their business.

68% of surveyed businesses say they’re concerned about B2B 
fraud risks with the adoption of new payment technologies. 60% are 
concerned about mobile digital wallets posing a threat. 
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+ PROVIDE CONTINUAL TRAINING 

As a senior finance professional, your voice and opinion can speak loudly to colleagues. Consider 
creating, implementing and leading eBanking best practices (such as phishing awareness, remote 
device usage and password resets) and become an advocate on the board for continual training 
and risk assessment. It may be wise to book in regular training sessions with transactional 
cybersecurity specialists, too. 

+ UPGRADE YOUR CYBERSECURITY 

Begin with a cybersecurity audit to pinpoint all business and eBanking-specific weaknesses, and 
then implement the best possible software (such as filtering, firewalls, antivirus, authentication 
and sandboxing) to dispel threats before they can wreak havoc. 

+ CONSIDER A DEDICATED PLATFORM OR NETWORK 

In addition to cybersecurity software, you can further enhance the security of your eBanking 
activities by deploying it on a dedicated cloud platform or at least, on a separate network. This 
will force users to operate with set protective measures in place and enable safe eBanking even 
when working remotely. 

For help setting up a segregated network or private cloud, please feel welcome to contact K3.

+ COMMON FINANCIAL FRAUD TO LOOK OUT FOR

DIGITAL TRANSACTIONS

               Vishing
Fraudsters make phone calls to your company posing 
as a bank, the police, suppliers or other trusted figures to 
coerce financial teams into sending money for “holding”.

                 Business Email  
Compromise (BEC) 

A scam targeting businesses working with foreign 
suppliers or partners that regularly perform payments 
where the CFO has payment authority. A scam email and 
invoice is sent.

               Payment diversion 
A fraudster tricks a business into changing bank account 
payee details for a payment. It can include creating bogus 
customer records and bank accounts. 

               Phishing
Scam emails directing recipients to take certain steps to 
provide personal or financial information, often including 
links and attachments. 

               Smishing 
Dishonest text messages sent from fraudsters that 
appear to have come from a bank, to trick the handover 
of personal of financial data.
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AI & MACHINE LEARNING 

AI AND MACHINE LEARNING 

WHAT IS IT 
?

Automation, machine learning (ML) and artificial 
intelligence (AI) are input-based technologies 
with varying degrees of autonomous capabilities. 
Automation is solely fixed on repetitive, 
instructive tasks, whereas ML and AI behave 
with an element of independence and freedom 
from data input. 

Now becoming increasingly available as 
business applications, these so-called intelligent 
technologies are primarily being used to generate 
real-time insights, predictive analysis and data-
driven forecasts, helping to make business 
nimbler and more responsive.

In turn, businesses are empowered to make smart, competitive and effective business decisions 
based on razor-sharp information. Prior to intelligent technologies – which are continually 
evolving in capability and scope every day – finance executives relied on a significant amount 
of manual planning, analysis and reporting to generate the insights that would inform financial 
planning and business strategy. 

Although ML has been with us for some time in 
native forms, it’s nothing compared to the new 
and emerging intelligent technologies available 
to businesses today. 

AI has the power to be truly transformative – but 
equally ruinous if not specified, implemented and 
managed expertly. This chapter will outline key 
risks and opportunities for financial executives 
and leaders. 

As well as streamlining manual processes, 
intelligent technologies allow finance executives 
to focus on truly human thought – creative 
initiatives, new business, strategic growth 
planning and training, for example. These 
applications are basically workhorses that 
empower finance executives to spend their time 
better to the benefit of business growth.

84% of global companies 
say digital transformation 
is an important survival 
factor over the next 
5 years. 

However, Only 3% of 
businesses have completed 
what is considered to be 
“complete” digital 
transformation

73% of finance executives 
say that automation 
is improving finance 
efficiency at their company.
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WHAT IS THE POTENTIAL DAMAGE? 

  DIMINISHED COMPETITIVE ADVANTAGE 

Not effectively harnessing AI business tools or applications will undoubtedly impact 
competitiveness. High on the agenda of your business rivals, intelligent technologies 
are now considered fundamental to establishing a strong and sustained competitive 
advantage. Automation, ML and AI are being deployed to drive efficiency, productivity, 
cost savings and ultimately, growth. 

It’s therefore in every finance executive’s best interest to lead transformation. Failing 
to jump on the fast-moving train of intelligent technologies will mean your business is 
left behind, and the longer you wait, the harder it will become to catch up.

And, as AI becomes more accessible, even smaller enterprises should seriously 
consider earmarking budget for AI technology. The extent to which, of course, will 
be relative to your strategic goals and the additional business value which can be 
expected. 

 
  UNDERUTILISED INVESTMENTS 

As a finance executive, you need every technology cost to deliver a favourable, 
fast return on investment and correlate with tangible improvements in business 
processes. With automation, ML and AI being new to many companies, an inherent 
lack of understanding about how they can work and be used to best effect can lead to 
chronic under-utilisation.
 
Whether companies purchase a product that isn’t fit for purpose, integrate poorly or 
fail to adequately train colleagues, the result is the same - intelligent technologies 
that are superficial, expensive and add no demonstrable value. In the worst-case 
scenario, the tools may actually slow business down by being badly configured. 

Wasted costs and unplanned remedial spend run the risk of negatively impacting 
financial and business planning, cash in bank and profit. The only way to avoid this is 
with considered planning, specialist support and training. 

AI AND MACHINE LEARNING 

UK GDP will be over 10% higher in 2030 as result if AI.
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  INFLATED CYBERATTACK RISK

Today’s acutely competitive, digitally evolving business landscape can encourage 
rushed technology implementations, with finance executives sometimes feeling 
pressured to sign off spend. As such, cybersecurity can get overlooked in the haste. 
Many decision makers also don’t realise that a specialist cybersecurity product often 
needs to accompany automation, ML and AI tech, which invites avoidable but severe 
risk to business.

Automation, ML and AI applications serve as additional channels for exploitation, with 
cybercriminals devising ever more cunning ways to access funds and data via new 
technology vectors.  And, it goes without saying that a security breach isn’t good news 
for financial or business stability. 

The nature of AI also means that it’s integrated with several business systems, so that 
it can harvest and learn from how your business and its customers behave. Therefore, 
cyberattackers could use your AI systems as a trojan horse and cut off the IT you 
need to trade. Needless to say, the risks to your bottom line, revenue, stability and 
financial planning are high. 

HOW TO MINIMISE RISK 

+ UNDERTAKE A BUSINESS VALUE MAPPING EXERCISE 

Bring together key team with members from IT, finance, operations and senior management to 
complete a company business value mapping exercise. Identifying where business processes 
are lacking, underperforming or underutilised will enable you to make more effective investments 
through clear visibility of where automation, ML and AI can deliver most benefit.

As mentioned earlier in this chapter, business AI implementation has become something of a 
race. Aspire not to adopt ASAP, but to adopt valuable intelligent technologies as quickly, safely 
and Responsibly (ASAR) as is feasible to do so. This often marks a step into the unknown, so be 
sure to work with a specialist IT and technology partner to reap performance and growth rewards 
without delay.

+ BOOK A CYBERSECURITY AUDIT 

The only way to truly know your cybersecurity vulnerabilities is to audit your entire IT estate – 
newly-implemented intelligent technologies being high on the list. An audit will reveal weaknesses 
and vulnerabilities and accurately pinpoint business needs to fortify defenses to avoid costly and 
disruptive cyberattack via ML or AI channels. 

AI AND MACHINE LEARNING 
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+ ARRANGE REGULAR SPECIALIST TRAINING 

To ensure that ML and AI investments continue to deliver and contribute to business growth and 
financial efficiency, arrange for any colleagues that will directly use intelligent technologies to be 
fully and regularly trained. 

+  ASSIGN AN INTELLIGENT  
TECHNOLOGIES OWNER

This individual will be responsible for 
performance monitoring and training. Their 
role will flag up where automation, ML and 
AI technologies can be optimally utilised 
and identify upgrade or reconfiguration 
requirements. 

AI AND MACHINE LEARNING 

The UK is the                            

AI market in 
THE WORLD

3rd Biggest

 
Financial directors believe that investment in digital skills will 
have the greatest impact on company revenue in the next 2 years.
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BLOCKCHAIN

BLOCKCHAIN 

WHAT IS IT 
?

In short, blockchain is a new method of 
record keeping. Its moniker comes from 
the fact that individual transaction records 
– known as “blocks” – come together in a 
single public database, otherwise known 
as a “chain”. 

Blockchain is a specific type of ledger and means of recording copies of digital financial 
transactions. Rather than processing this data through a single, centralised entity (i.e. a bank), 
it’s a decentralised system where numerous computers work simultaneously to produce a 
shared, public distribution ledger. 

Collectively, these computers team up to determine the “truth” of the transaction – overcoming 
the risks of a single entity being responsible for record keeping and empowering peer-to-peer 
transactions. Overall, this is considered a key way to not just improve accuracy and transparency, 
but to supercharge efficiency and security too. 

Blocks on the blockchain store three types of information: information about the transaction, 
anonymous information about who is participating in the transaction, and a distinguishing 
identification feature – a unique code known as a “hash”. When a block stores new data, it’s added 
to the blockchain and becomes publicly available to view. 

Each computer used in a transaction has its own copy of the blockchain, leading to potentially 
millions of copies. By spreading identical information across a global network of computers, data is 
more difficult to manipulate and therefore more resistant to hacking.

Blockchain technology is typically deployed in finance and at present, is primarily used for recording 
transactions made with cryptocurrencies such as Bitcoin. In particular, it can be used to greatly 
increase the efficiency and security of stock trading, deposits and fund exchange by allowing 
transactions to settle instantly and completely. But more on that later. 

Don’t get left behind with blockchain

The financial 
services industry is a 
blockchain leader. of blockchain use cases 

were in the sector last year

46%
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In summary then, key benefits are hailed as: 

• Improved accuracy by removing human involvement in verification

• Cost and operational efficiency improvements by eliminating third-party verification and 
lengthy processes

• Decentralisation makes transactions more difficult to hack or tamper with

Blockchain can help eliminate redundancies in cost reconciliation, close the books faster, streamline 
administrative processes and improve customer delivery. Finance executives will undoubtedly 
appreciate how valuable these improvements can be in supporting business growth and 
competitiveness. 

HOW DOES IT WORK

As a finance executive, you’ll be well-acquainted with the protocol of transactions being regulated 
by a central governing institution such as a bank. But, when it comes to blockchain, third parties 
are made redundant due to the base principle of decentralisation via transparent and shared 
transaction processing and record keeping. 

When a transaction is made using blockchain technologies, data is processed and stored almost 
instantly. And although this is usually information about a monetary transaction, contracts or 
exchanges can be completed too, making blockchain an ideal partner for the many functions of 
the finance world. 

Take smart contracts, for example. This is a computer code that can be built into the blockchain 
to facilitate, verify, or negotiate a contract agreement operating under agreed conditions. When 
these conditions are met, the agreement is automatically carried out. Eliminating a third party 
makes for rapid completion while also providing peace of mind that transactions are being carried 
out correctly and efficiently. Within minutes, participants have access to all financial data which 
is accurately and transparently recorded. 

Blockchain never sleeps. So, financial deposits and transactions can also be made whenever 
the business or its clients require – literally in the time it takes for a block to be added to the 
blockchain. This great for both customer service and company cash position and reduces the 
risks and costs of money being suspended in transit for several hours or days. 

The technology is set to become the new standard as businesses enter the next wave of digital 
transformation and finance executives strive to implement solutions that enhance business 
intelligence and insights. To use blockchain, a specified network and “blockchain wallet” must 
be set up which finance executives should be looking into as part of their digital transformation 
or growth strategies. 
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WHAT IS THE POTENCIAL DAMAGE

  LACK OF HUMAN DILIGENCE

As mentioned, blockchain removes the need for third parties and instead places the 
bulk of the weight of certain financial process tasks on technology. Although using 
transparent and shared architecture, putting full trust in blockchain and its abilities can 
foster blind spots or unquestioning attitudes, especially if your company is unfamiliar 
with the technology. 

Without a central governing financial institution, fraudulent or policy-breaching 
transactions may pass without the scrutiny they’d previously be subject to, which could 
lead to fraud, dissatisfied customers, fines and theft – and all under your watch as a 
finance executive. It’s important that vigilance and principle continue to rule the roost, 
even if blockchain becomes the workhorse. 

It’s worth noting that decentralisation and the scope of blockchain networks automatically 
work together to verify suspect transactions, arguably presenting a safer way to manage 
finances. Just don’t allow your business to walk blindly ahead. 

 

  UNINFORMED INVESTMENTS  

Similar to artificial intelligence technologies, the newness and unfamiliarity of blockchain 
can form a poor foundation which leads to bad or underutilised technology investments. 
In turn, this negatively impacts your ability to deliver a strong, fast return on investment 
and with blockchain being transaction-focused, this falls firmly into finance territory. 

Whether poorly configured blockchain slows you down, blinkers visibility or just doesn’t 
deliver the forecasted benefits to bottom line, an uninformed investment can be costly. 
We recommend speaking with experts before implementing and keeping blockchain on 
the radar if your business isn’t quite ready yet. 
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  FRAUD AND CYBERATTACK TARGETING 

As digital and automation sit at the core of blockchain technology, it presents a 
particularly tempting vector for exploitation. With digital protocols being responsible 
for verifying agreements, a seasoned, capable criminal could discreetly infiltrate 
individual blocks in smaller blockchain networks to steal information, manipulate data 
and undermine the entire economic system. 

The difference here (compared to more “traditional” cyberattack”) is that the company 
or individual on the receiving end of a transaction could also end up severely impacted. 
They may not receive their money or could unwittingly verify a fraudulent agreement. 
None of this is good news for finance executives responsible for compliance, profit 
 and loss. 

As with artificial intelligence, hasty technology investments can potentially lead to 
important cybersecurity decisions being overlooked or underestimated. Never make 
any blockchain decisions without drilling down on security requirements first. 

HOW TO MINIMISE RISK 

+ OPPORTUNITY AUDIT 

Is your finance department ready for blockchain? To what degree can blockchain technologies 
be implemented and how quickly are they required? Before investing, be sure to undertake 
an opportunity audit that considers wider business benefits and any fresh opportunities that 
blockchain could enable or support. Bring together key team members from IT, finance, 
operations and senior management – making sure that everybody understands the tech – to 
capture all potential opportunities in the first instance. 

 
48% say that the biggest barrier to blockchain adoption is regulatory uncertainty

45% say that lack of trust among users is preventing their business from investing 

29% are worried about scalability and say operability of systems is key for success 

Across the board, 84% of businesses have some involvement with blockchain.
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+ POLICY REFRESH 

Today’s new and emerging technologies really do represent unprecedented change in how we 
manage our businesses and approach finance. However, it can be tempting to map certain 
aspects of existing policies – such as privacy and digital – onto new processes. But this would 
be grossly inadequate where blockchain is considered and is highly likely to result in blind spots 
or ineffectiveness. We recommend building bespoke policies and best practices for blockchain 
use to enable maximum benefit to business and safety. 

+ SECURITY AUDIT 

This will identify any cybersecurity weaknesses that you need to resolve prior to embarking on 
a blockchain journey. Blockchain’s inherent close proximity to financial process, data and funds 
mean that your cybersecurity must be scrutinised, watertight and rigorously tested before you 
even think about implementing blockchain technologies. Something could go wrong very quickly, 
with devastating consequences for your operations and finances.

+ SIGNIFICANT TESTING, SPOT CHECKS AND TRAINING 

As discussed, lack of visibility, poor implementation and inflated cyberattack risk can become 
part of your day-to-day blockchain experience if it’s set up haphazardly or allowed to run without  
a degree of human scrutiny. Prior to implementation, work with a specialist to test your blockchain 
solution. Once live, continually test, complete spot checks and book refresher training sessions  
with colleagues so that they can identity suspicious activity and where blockchain could be  
working better. 
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RECRUITING FOR THE FUTURE 

Is finance missing a trick in finding talent?

WHAT IS IT 
?

In the past, recruiting for financial roles has 
been a clearer-cut process, with positions 
on offer being much narrower in scope and 
skill requirement. Finance leaders would brief 
job advertisements across multiple locations 
or hire from graduate or talent programmes, 
typically selecting candidates with strong 
financial backgrounds and demonstratable 
business acumen. 

Hires would frequently come from within  
the finance world, with little focus on 
inter-departmental transferable skills or 
indeed, transferable skills from industries 
such as IT, technology or cybersecurity. 

In today’s business environment, however, it’s imperative that finance recruits those with the 
wider skills necessary to supporting, developing and delivering a digital transformation strategy. 
This is highly relevant to finance executives, who are largely if not solely responsible for growing 
and stabilising business and ensuring that all threats to competitive advantage are warded off. 
Having teams that can harness the power of digital means a stronger bottom line for you. 

Factoring in contribution to everything from efficiency to technology adoption and innovation,  
it’s understandable that industry is struggling to pin down hires. 

Yet, 65% of finance directors say that it’s difficult to recruit the perfect candidate. 

RECRUITING FOR THE FUTURE

According to some studies, AI is the number 1 topic of interest in 
recruiting in financial institutions.

of senior finance executives say 
that hiring millennials is difficult.                          25%
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WHAT IS THE POTENTIAL DAMAGE? 

  COMPETITIVENESS  

Without diverse and digitally astute employees, your competitiveness will gradually 
be impacted as rivals speed ahead, fuelled by technology skills. Service delivery, 
efficiency, insights and performance will all be hit, thus placing a chokehold on growth 
and financial stability.  Depending on your business size, it may not be realistic to 
hire a wave of employees with advanced IT skills, or develop your current team to a 
competitive standard. 

As such, many finance executives are choosing to supplement their teams with 
outsourced expertise as a means of getting the very most from digital opportunities 
without reinventing the wheel.

 
  ATTRACTIVENESS TO TALENT  

Although recruits of any age can be and indeed, are, digital experts, Millennials and 
Gen-Z-ers are commonly considered to be the most technologically savvy generations 
and therefore present the largest “out of the box” value to businesses undergoing 
digital transformation. 

Without evidencing your own tech credentials through creating and advertising finance 
roles with clear digital applications and verticals, you risk making a proposition that 
simply put, doesn’t appeal to your biggest target.

  COSTLY PERSONNEL INVESTMENTS

You may know that your department needs revitalising or futureproofing with digital 
skills. But, are you certain of what to ask for? Nobody expects a finance executive to 
be master of tomorrow’s technology, but you’ll soon feel the burn if your promising new 
hire materialises into nothing more than a great first impression. 

Ensure that your personnel investment brings the competitiveness and efficiency 
benefits you intend by working with a specialist to fine-tune your job descriptions. 
Otherwise, you’re vulnerable to knee-jerk bills to consultants or temporary  
workers, which racks up even more cash. Before you know it, profits and forecasts will 
potentially tumble.

Start-ups and fintech brands pose new competition to traditional 
finance businesses as digital and AI skills increase in demand.  

RECRUITING FOR THE FUTURE
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HOW TO MINIMISE RISK 

+ INVEST IN YOUR CURRENT STAFF 

Getting your existing colleagues prepared for future ways of working and developing anticipated 
skills earlier on, will ensure that when it comes to hiring new faces, you won’t be trying to fit a 
square peg into a circular hole. No matter how skilled your fresh recruits are, if the don’t enter 
a structure and culture that allows them to thrive, it’s unlikely you’ll reap business benefits from 
the talent. 

We recommend working with a specialist to deliver digital skills training, especially when it comes 
to new technologies such as blockchain, or high-risk vectors such as cybersecurity best practice. 
This will help to plug skills gaps for the interim, smooth over your digital skills landscape and 
cultivate an environment where specialised recruits can perform best. 

Regular training will also keep all colleagues abreast of trends and opportunities, and ensure 
that finance retains a “digital first” ethos.

+ REVIEW YOUR RECRUITMENT STRATEGY 

There have historically been a few established and defined routes for entering or advancing 
in the finance profession. Breaking the mould – albeit not entirely to ensure those key finance 
boxes are ticked – will help finance executives to minimise hiring gaps and build teams that can 
offer tangible contributions to growth and business strategies. 

We recommend leveraging referrals and potentially looking beyond your industry, with a closer 
focus on transferable skills. We also advise that you’re very specific when listing desired skills 
and technological capabilities. 

With competition heating up to hire digital-savvy Millennials and Gen-Z-ers (who of course, 
require less training and are therefore a safer hire in some respects), it’s also important to 
consider your brand position. Appealing to younger, highly skilled workers is about far more than 
salary of commute duration.

Talented younger professionals want to align with your brand – its ambitions, ethics and values. 
Make sure that your recruitment strategy takes note and gives enough airtime to the “softer” 
sides of your operation.

RECRUITING FOR THE FUTURE

70% of financial services CEOs see a lack of availability of key 
skills – including data science, artificial intelligence and software 
engineering – as a threat to growth. (2016)
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+ EFFECTIVELY HARNESS NEW RECRUITMENT TECHNOLOGIES 

Younger millennials and older Gen-Z-ers have entered a working world whereby job applications 
are entirely online, and often routed through hosted software and apps. So, it makes sense to do 
more than posting an opportunity on your website and waiting for the emails to roll in. 

But, using new recruitment technologies goes beyond catering to the talent that they’re likely to 
appeal to. If your adverts aren’t set up to capture the right data or you’re not maximising clever 
ways to use software, apps or portals, you’ll immediately reduce the selection pool.  During 
our time in the industry, we can certainly recall examples of businesses missing applications or 
setting up targeting criteria incorrectly, and therefore spending time and money for zero gain. 

One survey found that 95% of recruiters use social media sites 
such as LinkedIn to source candidates. Yet only 2% of financial 
institution candidates found their last internship on social media. 
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CONCLUSION

CONCLUSION

Technology and modern IT is having – and will continue to have - a transformative effect 
on how finance professionals run their operations and achieve success. As discussed 
throughout this whitepaper, without the correct approach, technology can become less 
of a blessing and more of a curse by exposing your business to cyberthreats and other 
operational risks. 

But with excellent strategy, support and software that’s tailored to you, you’ll reap the 
rewards while diffusing cybersecurity threats. The increasing digitisation of business 
means that cybersecurity and new business technologies go hand in hand and are 
equally important when planning for the future. 

Whether you’re improving areas that could be performing better, or realising growth 
and ambition through the power of IT, it’s no longer a one-dimensional matter of 
purchasing a new software package or integrating a system. Cybersecurity should be 
front and centre – especially since it’s specified and effective implementation can help 
support competitiveness and accelerate growth by protecting against financial loss, 
brand damage and disruption. 

If you’ve any questions or concerns having read this whitepaper, please don’t hesitate 
to contact a K3 expert on enquiries@k3btg.com or 0844 579 0800. 

Thank you for reading. 
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