HEALTH CHECK

Getting a cybersecurity health check is the essential �rst step to achieving cyber resilience. It gives you visibility of the blind spots and
weaknesses that are making you vulnerable through comprehensively analysing and reporting on your entire IT estate. With new-found
awareness of your short and long term risks– you can act to make impactful changes.
The Cybersecurity Health Check from Starcom delves under the hood of your business’ cybersecurity, examining everything from
policies to perimeter software and disaster recovery.
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Policies

Accounts and Passwords

Using admin logins unnecessarily? We look
at your accounts and logins, password reset
cycles and password strengths. If they don’t
meet standards, we recommend changes to
make immediately.
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Perimeter Software

We inspect any perimeter tech you have in
place - firewalls, anti-virus, anti-spyware
and scanning and monitoring solutions. We
analyse its effectiveness and identify any
open doors.

Data and Databases

Together with IT, data fuels your business.
But if it’s lost, corrupted or non-compliant you
will be left in a significant state of vulnerability.
We audit your data protection capability and
evaluate the strength of the databases
running your business-critical apps.

We check that all the rules and regulations
designed as a first line of defence against
cyberattacks are in place. This includes
email, internet use, mobile, privacy and
data policy.
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RISK SCORE

******

5

Back-up

Nobody likes to think about it, but without
back-up, losses incurred by a cyberattack or
breach will be permanent. We check what
software is in place, that it backs-up regularly,
and that data is encrypted.
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Disaster Recovery

We ask how long you could live without IT.
We advise how long it would take for your
to be fully operational following a
successful cyberattack, and to what digital
point in time you return to.
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We compile our findings and
undertake a comprehensive review.
From this, we issue a risk score and
highlight the exact areas where
improvements can be made, and in
which order of priority.

REPORT
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For your reference and ours, we lay
our findings bare in a clear, detailed
report using straightforward
language. This forms the blueprint
for the advice we provide, and
serves as a comparative point for
your next health check.

RECOMMEND
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We advise remedial action and make
helpful recommendations for
increasing your cybersecurity
resilience, explaining how to combat
the risks and weaknesses identified
in our report. Then, we can work with
you to get your cybersecurity to full
health.

If you need expert help protecting yourself against the growing threats of cybercrime, contact the Starcom team on 0844 579 0800 to book a Cybersecurity Health Check.

