
The saying goes that there are two types of businesses; those that know they’ve 
been hacked, and those that don’t know it yet. With 61% of UK companies 
reporting a cyberattack in 2014, it’s an uncomfortable reality that without the very 
best cyber resilience, the odds are not in your favour. 

When disaster strikes, not having the right support, advanced technologies, data 
protection and disaster recovery practices can have a considerable impact on both 
you and your customers. Find out just how easily things can go from good to bad, 
to worse below.

WHEN DISASTER STRIKES

Has anything you’ve read here given you cause for 
concern? Would any of these scenarios play out in your 

business if you were cyber attacked today? 

Even a single weak spot is one too many, so get in touch 
with the Starcom team on 0844 579 0800 to book 

a Cybersecurity Health Check. 
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You have the peace of mind that specialists  
will jump into action as soon as a 
cyberthreat is detected, securing your 
business’ operations, stability and finances.  

Hackers, scammers and other 
cybercriminals have sized your 

business up. When they attack, you’re 
unable to access immediate 

assistance, are on your own.  

Your software alerts you or your managed 
service provider of suspicious activity. You 
take preparatory actions to mitigate the risk 
of attack. 

 Cybercriminals are snooping around your 
digital perimeter undetected, seeking out 

vulnerabilities. You’re unaware that you 
need to fortify cyber defences and review 

disaster recovery plans. 

Perimeter security tools detect a threat and 
halt unauthorised access. You’re notified of 
an attempted cyberattack and use this data 
to predict and prepare for repeat offences. 

Having found a blind spot, cybercriminals 
access your network and unleash an 

attack, from trojans or ransomware to 
worms and viruses. Your data, files and 

business critical-apps are in jeopardy. 

Privileged identity management denies 
access to intruders or prevents 
leapfrogging between systems. Database 
monitoring alerts you or your managed 
service provider so action can be taken.

Theft of your data and digital assets 
begins. Valuable customer data is 

targeted, meaning that impacts– financial 
and reputational – extend beyond your 
four walls. Systems are unusable, and 

illegal transactions are made. 

Data, files and apps will be backed-up and 
recoverable from a secure virtual location. 
Losses are temporary and minimal. 

A successful attack has stolen data, wiped 
files, corrupted apps and deemed systems 
unusable. From here, you must start from 

scratch. Every day out of operation is 
sales and profit lost.   

On a separate network, you access a 
skeleton system or default to a near-replica 
of your IT infrastructure. You continue to 
operate while your attacked digital 
environment is secured and recovered.

Cybercriminals have left you without 
the IT that makes running your 

business possible. Even if data is 
backed up, you face a lengthy wait until 

operations return to normal – with 
money lost by the minute. 

Do you have a managed 
service provider? 

Do you have server, web and 
email �ltering? 

Do you have �rewalls and 
antivirus? 

Do you have privileged access 
and database monitoring? 
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Do you have backup? 

ESCALATION

Do you have a disaster recovery 
and business continuity plan? 

AFTERMATH 


